BELLSOUTH

BellSouth HP Serviceguard DR Recovery Job Aid

AMENDMENT HISTORY

Version Date Revision Description
1.0 04/13/2003 Initial Issuance
2.0 04/20/2004 Updated Header and Footer Information

This document contains information on how to recover a Service Guard
Cluster in the event of aDisaster. The steps presented here are steps
that are generally used in a Disaster Recovery Drill simulation. Inthe
event of an actual disaster, conditions and system availability may not
be optimal and dight deviation from the steps presented here may be
necessary.

BACKGROUND INFORMATION

MC/ServiceGuard is a HP software product for HP9000/800 computers that allows you to create
ahigh availability system by providing alevel of network and systems redundancy whereif a
system component fails, the application can be migrated over to the backup system amost
instantaneoudly.

In order to provide this redundancy, a minimum of 2 and a maximum of 8 computers are
networked together (usually by a private network) into acluster. Each of the single computer
systemsis called anode in the cluster and the application software is encapsul ated into a package
which is controlled by the MC/ServiceGuard cluster daemon (cmcld). In the event of asingle
service, node, network, or other resource failure, MC/ServiceGuard will automatically transfer
control of the package to another node within the cluster, allowing servicesto remain available
with minimal interruption.

Most ServiceGuard configurations are comprised of the following:

2 lan connections to the enterprise network (primary and secondary)
2 lan connectionsto a “ private network”

1 set of shared disk storage

A minimum of 2 HP/9000 servers

Note: the above is not the minimum configuration for a Service Guard Cluster.
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Disaster Recovery Instructions

Ignite

In arecovery situation, if you have been able to successfully ignite the system, and have not
created your file systems for the EBR restore, you should take the following steps to recover your
service guard cluster:

1 Disable the ServiceGuard application from starting on reboot:
a. Edit/etc/rc.config.d/cmcluster and set AUTOSTART_CMCLD=0.

2 Build your Volume Groups, Logical Volumes and File Systems normally according
to your recovery specs.

3 Deactivate and unmount the volume groups that you are planning on distributing
across your cluster.

Note : At the time you create the volume group, it is active on the primary node and
before setting up the volume group for use on other nodes, you must first unmount any
file systems that reside on the volume group, then deactivate it. At run time, volume
group activation and file system mounting are done through the package control script.

# lumount /fs_name
# Ivgchange —an /vg_name

4 Distribute the volume groups to the other node(s) and make them shareable.

a. Export the volume group map file information.
# vgexport -p -s-m /tmp/vg_name.map /dev/vg_name

b. Copy the map file to the other nodes.
# rcp /tmp/vg_name.map nodeX:/tmp/vg_name.map

1JSDD002 Page 3 of 14 Version 2.0
Parent Document: MSS Procedure Manual April 20, 2004
Document Owner: Grady D. Parks

PRIVATE/PROPRIETARY/SECURE
Contains Private and/or Proprietary Information. May Not Be Used Or Disclosed Outside
The Bell South Companies Except Pursuant To A Written Agreement. Must Be Securely Stored When Not In Use.



BELLSOUTH

BellSouth HP Serviceguard DR Recovery Job Aid

c. Create the volume group directory
# mkdir /devivg_name

d. Create the volume group "group™ specia file on the new node.
# mknod /dev/vg_name/group ¢ 64 0xhhO000

e. Import the volume group map file from the parent node.
# vgimport -s -m /tmp/vg_name.map /dev/vg_name

Note the —s option which is to make the volume group ServiceGuard shareable.

f. Create the volume group mount point.
# mkdir /vg_name_mount_point

g. Enable the volume group.
# vgchange -ay /dev/vg_name

h. Mount the volume group in order to verify it.

# mount /dev/vg_name/lvolx /vg_name_mount_point
Note: Y ou may have multiple logical volumes to mount depending on your disk layout

i.  Unmount the volume group.
# umount /vg_name_mount_point

j. Deactivate the volume group
# vgchange -an /dev/vg_name

Once you have completed these steps for all of the nodes in your cluster, your shared
disk will be able to be seen and float from one node to the other.

If you have not already restored your system data via EBR you can begin the restore.
Caution is noted here, that you have the volume group mounted on the system that it
will be restored on.
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Cluster Reconfiguration

Depending on your Disaster Recovery environment and the hardware available, you may need to
reconfigure your ServiceGuard cluster by modifying the cluster configuration files and/or the
package configuration files. The details will vary from system to system based on the naming
conventions uses and the level of package integration, but we will outline the primary trouble
spots to look at and how to reconfigure the cluster.

Once you have restored your system and rebooted, the cmcluster daemon should be up but your
cluster will not be formed because you should have turned off that option (see the beginning of
this document) on all of the nodes prior laying out the volume groups and file systems.

1. Make abackup copy of your cluster configuration file.

#ep /etc/lemcluster/clusterconfigfile.ascii - /etc/cmcluster/clusterconfigfile.ascii.backup

2. Query your cluster and create anew cluster configuration file for comparison
# cmquerycl -v -C /etc/cmcluster/cmclconf_tempfile.ascii -n nodel -n node2 ... -n node8

3. Compareyour origina cluster configuration file against the queried version and make
the appropriate modification.

Note: In this section we have provided for you a sample configuration file with embedded notes and
highlighted pertinent sections of interest.
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Enter a name for this cluster. This name will be used to identify the
cluster when viewi ng or manipulating it.

HH O HHEHHH

CLUSTER_NAME clusterl

# Cluster Lock Device Paraneters. This is the volume group that

# holds the cluster lock which is used to break a cluster formation
# tie. This volume group should not be used by any other cluster

# as cluster |ock device.

FI RST_CLUSTER LOCK VG /dev/vgl ock check existence of |ock disk if needed.

# Definition of nodes in the cluster.
# Repeat node definitions as necessary for additional nodes.

NODE_NANME nodel val i date your network connections
NETWORK | NTERFACE | an0 all of your nodes!
HEARTBEAT | P 90. 128. 121. 12
NETWORK | NTERFACE | an3
HEARTBEAT | P 128.6.7.3
NETWORK | NTERFACE | an4
NETWORK | NTERFACE l anl
HEARTBEAT | P 90. 45. 143. 10

FI RST_CLUSTER_LOCK_PV / dev/ dsk/ c1t 2d0

# List of serial device file nanes
# For exanpl e:
# SERI AL_DEVI CE_FI LE /dev/ttyOp0
# Primary Network Interfaces on Bridged Net 1: | anO.
# \Warning: There are no standby network interfaces on bridged net 1.
# Primary Network Interfaces on Bridged Net 2: |an3.
# Possi bl e standby Network Interfaces on Bridged Net 2: |an4.
# Primary Network Interfaces on Bridged Net 3: |anl.
# \Warning: There are no standby network interfaces on bridged net 3.
NODE_NANE node2

NETWORK_| NTERFACE | an0

HEARTBEAT_| P 90. 128. 121. 10

1JSDD002 Page 6 of 14 Version 2.0
Parent Document: MSS Procedure Manual April 20, 2004

Document Owner: Grady D. Parks

PRIVATE/PROPRIETARY/SECURE
Contains Private and/or Proprietary Information. May Not Be Used Or Disclosed Outside
The Bell South Companies Except Pursuant To A Written Agreement. Must Be Securely Stored When Not In Use.



BELLSOUTH

BellSouth HP Serviceguard DR Recovery Job Aid

NETWORK_| NTERFACE | an3
HEARTBEAT | P 128.6.7. 4
NETWORK_| NTERFACE | an4
NETWORK_| NTERFACE | anl
HEARTBEAT | P 90. 45. 143. 20

FI RST_CLUSTER_LOCK_PV / dev/ dsk/ c1t 2d0

Li st of serial device file nanes
For exampl e:
SERI AL_DEVI CE_FI LE / dev/ttyOp0

HH

Prinmary Network Interfaces on Bridged Net 1: |anO.

Warni ng: There are no standby network interfaces on bridged net 1.
Prinmary Network Interfaces on Bridged Net 2: |an3.

Possi bl e standby Network Interfaces on Bridged Net 2: |an4.
Prinmary Network Interfaces on Bridged Net 3: |anl.

Warni ng: There are no standby network interfaces on bridged net 3.

HFHFEH R

# Cluster Timng Paraneters (nicroseconds).

HEARTBEAT_| NTERVAL 1000000
NODE_TI MEQUT 2000000

# Configuration/Reconfiguration Timng Paraneters (mcroseconds).

AUTO_START_TI MEQUT 600000000
NETWORK_POLLI NG_| NTERVAL 2000000

# Package Configuration Paraneters.

# Enter the maxi num nunber of packages which will be configured in the
cluster.

# You can not add packages beyond this limt.

# This paraneter is required.

MAX_CONFI GURED_PACKAGES 8

#

# List of cluster aware Vol ume Groups. These vol ume groups

# will be used by clustered applications via the vgchange -a e command.

# For exanpl e:

# VOLUME_GROUP / dev/ vgdat abase

# VOLUME_GROUP / dev/ vg02

VOLUME_CGROUP / dev/vg01 make sure these exist and correct
VOLUME_GROUP / dev/ vg02
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4. If you have a2 node cluster you will need to verify your cluster lock disk.

Note: The volume listed in your configuration file under FIRST_CLUSTER _LOCK_VG should exist
and be properly configured.

5. Check your cluster configuration.

# cmcheckconf -v -C /etc/cmcluster/cmcl conf.ascii

The following items will be checked:

Network addresses and connections.

Cluster lock connectivity.

Validity of configuration parameters for the cluster and packages.

Uniqueness of names.

Existence and permission of scripts specified in the command line.

If al nodes specified are in the same heartbeat subnet.

If you specify the wrong configuration filename.

If al nodes can be accessed.

No more than one CLUSTER_NAME, HEARTBEAT_INTERVAL, and
AUTO_START_TIMEOQOUT are specified.

Thevalue for HEARTBEAT _INTERVAL isat |least one second.

Thevaluefor NODE_TIMEOUT is at |least twice the value of HEARTBEAT _INTERVAL.
Thevaluefor AUTO_START_TIMEOUT variablesis >=0.

Heartbeat network minimum regquirement. The cluster must have one heartbeat LAN configured
with a standby, or two heartbeat LANS, or one heartbeat LAN and an RS232 connection.
At least one NODE_NAME is specified.

Each node is connected to each heartbeat network.

All heartbeat networks are of the same type of LAN.

The network interface device files specified are valid LAN device files.

VOLUME_GROUP entries are not currently marked as cluster-aware.

6. Redistribute your cluster binary.

Activate the cluster lock volume group so that the lock disk can be initialized:
# vgchange -a'y /dev/vglock

Generate the binary configuration file and distribute it across the nodes.
# cmapplyconf -v -C /etc/emcluster/cmel conf.ascii -P /etc/cmcluster/pkgl/pkglconf.ascii

Deactivate the cluster lock volume group.

1JSDD002

Page 8 of 14 Version 2.0

Parent Document: MSS Procedure Manual April 20, 2004
Document Owner: Grady D. Parks

PRIVATE/PROPRIETARY/SECURE

Contains Private and/or Proprietary Information. May Not Be Used Or Disclosed Outside
The Bell South Companies Except Pursuant To A Written Agreement. Must Be Securely Stored When Not In Use.



BELLSOUTH

BellSouth HP Serviceguard DR Recovery Job Aid

e #vgchange -an /dev/vglock
7. Start your cluster

# cmruncl cluster_name

Y our cluster should come up cleanly. If thereare problemsin
your cluster configuration, you will not be able to compile and
distribute you cluster binary. Inthe event of errors during your
cluster validation that you can not fix, consult with a recovery
group or ServiceGuard specialist.
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Reference: M C/ServiceGuard Commands

Thefollowing isalist of commands used for MC/ServiceGuard configuration and maintenance.
Man pages for these commands are available on your system after installation.

Command

Description

cmapplyconf

Verify and apply MC/ServiceGuard and MC/LockManager cluster
configuration and package configuration files.

cmapplyconf verifies the cluster configuration and package configuration
specified in the cluster_ascii_file and the associated pkg_ascii_file(s) , creates
or updates the binary configuration file, called cmclconfig, and distributes it to
all nodes. This binary configuration file contains the cluster configuration
information as well as package configuration information for all packages
specified. Thisfile, which is used by the cluster daemons to manage the entire
cluster and package environment, is kept in the /etc/cmcluster directory.

If changesto either the cluster configuration or to any of the package
configuration files are needed, first update the appropriate ASCII ile(s) (cluster
or package), then validate the changes using the cmcheckconf command and
then use cmapplyconf again to verify and redistribute the binary file to all
nodes. The cluster and package configuration can be modified whether the
cluster is up or down, athough some configuration requires either the cluster or
the package be halted. Please refer to the manual for more detail. The cluster
ASCII file only needs to be specified if configuring the cluster for he first time,
or if adding or deleting nodes to the cluster. The package ASCII file only needs
to be specified if the package is being added, or if the package configuration is
being modified.

cmannlvennf

It i< recommended that the 11cer riin the cmnetennf command tn net either the
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(continued)

cluster ASCII configuration file or package ASCII configuration file whenever
changes to the existing configuration are required.Note that cmapplyconf will
verify and distribute cluster configuration or package files. It will not cause the
cluster daemon to start or removed from the cluster configuration. The same
kind of processing will apply to the package configuration to determine
whether to add or delete package nodes, package subnet, etc. Not all package
configuration changes require the package to be halted.

cmcheckconf

Check high availability cluster configuration and/or package
configuration files.

cmcheckconf verifies the cluster configuration as specified by the
cluster_ascii_file and/or the package configuration files specified by each
pkg_ascii_filein the command. If the cluster has already been configured
previously, the cmcheckconf command will compare the configuration in the
cluster_ascii_file against the previously configuration information stored in the
binary configuration file and validates the changes. The same rules apply to the
pkg_ascii_file. It is not necessary to halt either the cluster or any of the
packages to run the ccheckconf command.

cmdel eteconf

Delete either the cluster or the package configuration.

cmdeleteconf deletes either the entire cluster configuration, including all its
packages, or only the specified package configuration. If neither cluster_name
nor package name is specified, cmdeleteconf will delete the local cluster's
configuration and al its packages. If only the package name is specified, the
configuration of package namein thelocal cluster is deleted. If both
cluster_name and package name are specified, the package must be configured
in the cluster_name, and only the package package name will be deleted. The
local cluster isthe cluster that the node running the cmdel eteconf command
belongsto.

cmgetconf

Get cluster or package configuration information.

Cmgetconf obtains either the cluster configuration, not including the package
configuration, or the specified package's configuration information, and writes

to either the output_filename file, or to stdout. This command can be run
whether the cliister ici1in or dnwn If neither cliidder name nor nackane name i<
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specified, cmgetconf will obtain the local cluster's configuration. If both
cluster_name and package name are specified, the package must be configured
in the cluster_name, and only the package configuration for package_name will
be written to output_filename or to stdout.

cmhaltcl

Halt ahigh availability cluster.

cmhaltcl causes all nodes in a configured cluster to stop their cluster daemons,
optionally halting all packages or applications in the process.This command
will halt all the daemons on all currently running systems. If the user only
wants to shutdown a subset of daemons, the cmhaltnode command should be
used instead.

cmhaltnode

Halt anode in ahigh availability cluster.

cmhaltnode causes a node to halt its cluster daemon and remove itself from the
existing cluster.When cmhaltnode is run on a node, the cluster daemon is halted
and, optionally, all packages that were running on that node are moved to other
nodesif possible.

cmhaltpkg

Halt a high availability package.

cmhaltpkg performs a manual halt of high availability package(s) running on
M C/ServiceGuard or MC/LockManager clusters. This command may be run on
any node within the cluster and may operate on any package within the cluster.

cmmodpkg

Enable or disable switching attributes for a high availability package.

cmmodpkg enables or disables the ability of a package to switch to another
node upon failure of the package, and it enables or disables a particular node
from running specific packages.Switching for a package can be enabled or
disabled globally. For example, if aglobally disabled package fails, it will not
switch to any other node, and if a globally enabled package fails, it will attempt
to switch to the first available node on which it is configured to run.

cmquerycl

Query cluster or node configuration information.

cmaiienvel eearches all anerified nndes for cliiter canfiniiratinn and | anical
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Volume Manager (LVM) information. Cluster configuration information
includes network information such as LAN interface, |P addresses, bridged
networks and possible heartbeat networks. LVM information includes volume
group (VG) interconnection and file systemmount point information. This
command should be run as the first step in preparing for cluster configuration.
It may also be used as a troubleshooting tool to identify the current
configuration of acluster.

cmruncl

Run ahigh availability cluster.

cmruncl causes al nodes in aconfigured cluster or al nodes specified to start
their cluster daemons and form a new cluster.This command should only be run
when the cluster is not active on any of the configured nodes. If acluster is
already running on a subset of the nodes, the cmrunnode command should be
used to start the remaining nodes and force them to join the existing cluster.

cmrunnode

Run anode in a high availability cluster.

cmrunnode causes a node to start its cluster daemon to join the existing
cluster.Starting anode will not cause any active packages to be moved to the
new node. However, if a package is DOWN, hasits switching enabled, and is
able to run on the new node, that package will automatically run there.

cmrunpkg

Run a high availability package.

cmrunpkg runs a high availability package(s) that was previously halted.This
command may be run on any node within the cluster and may operate on any
package within the cluster. If anode is not specified, the node on which the
command is run will be used. Thiswill result in an error if the current node is
not able to run the package or isnot in the list of possible owners of the
package. When a package is started on a new node, the package's run script is
executed.

cmscancl

Gather system configuration information from nodes with MC/ServiceGuard or
MC/LockManager installed.

cmscancl is a configuration report and diagnostic tool which gathers system
anftware and harchaare eonfiniiratinn infarmation from a lidt of nndes or from
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al the nodes in acluster. The information that this command displays includes
LAN device configuration, network status and interfaces, file systems, LVM
configuration, link-level connectivity, and the data from the binary cluster
configuration file. This command can be used as a troubleshooting tool or as a
data collection tool.

cmviewcl View information about the current high availability cluster.

cmviewcl displays the current status information of a cluster. Output can be
displayed for the whole cluster or it may be limited to particular nodes or
packages.

cmviewconf View MC/ServiceGuard or MC/LockManager cluster configuration
information.

cmviewconf collects and displays the cluster configuration information, in
ASCII format, from the binary configuration file for an existing cluster.
Optionally, the output can be written to afile. This command can be used asa
troubleshooting tool to identify the configuration of a cluster.
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