MCSG: Authentication issues
Clusters must have a high level method of communicating back and forth. HP, in its infinite wisdom, decided the best way to do this was to enable a root level trust relationship between all the nodes in a cluster. Anybody with a modicum of security training usually says something to the effect of "Glurk!" when presented with that. 

To satisfy us paranoid security types, HP gave us the ability to list all cluster nodes in a special file which circumvents the requirement for root level trusted hosts. That file is /etc/cmcluster/cmclnodelist 
The biggest disadvantage to disabling the root level trust relationship involves the necessity of moving run/stop scripts hither & yon. ftp, for instance, strips the executable bit off any files transferred. So, the admin will have to go to each node and reset the executable bit to keep failover for falling over - so to speak. 

One option is to get ssh and scopy and figure out how to script it. 

Another option is to create a perl script that will securely copy files from specific directories, to specific directories. I personally like the idea of the perl script because it's a lot more flexible. You can, for instance, have the script only copy the files to the specific nodes that are affected by the package and make backup copies of any files. 

If/when I get a chance to write that particular script, it'll be posted here. 

MCSG: Symptoms - resolutions
This, more than any other document in the MCSG section, is going to be a work in progress. The following are symptoms of a cluster problem and how to go about fixing them. Please send me a note with anything that can/should be added. 

There are a couple of places to look for errors. Probably the first stop is the package log maintained in the package directory, /etc/cmcluster/${pkg}. The next stop is the syslog and/or the log file created via cmsetlog. Read through those logs carefully; there's usually only one line indicating the problem and it'll be easy to miss.
	Symptom 
	Cause 

	One of the nodes reboots for unknown reasons. 
	Please check out the Reasons for TOCs for possible causes. 

	Activation mode requested for volume group ${vg} conflicts with configured mode 
	Almost definitely caused by the ${vg} not having the exclusive bit set. With the cluster running, execute vgchange -c y ${vg} 

	Node ${node} is currently unable to run ${pkg} 
	Local switch for the node is disabled. Check via cmviewcl -vp ${pkg} and reset with cmmodpkg -e -n ${node} ${pkg} 

	Can't find service name ${service} 
	Possibly a problem with the way the service name was identified in the package configuration file. Ensure the name is a single word without quotes 

	· Package starts on primary node, then shortly thereafter stops. 

· Package starts up on each of the adoptive nodes, then shortly thereafter stops. 

· Once the package has gone through all the adoptive nodes, it dies completely. 

· The local switches for all primary/adoptive nodes read disabled 
	If the package is running any services, ensure they all have infinite loops. If a service exits, by default, it will cause a package switch and set the node's local switch to disbabled 


MCSG: Reasons for TOCs
Transfer of Control (TOC) is a flashy name for a hard system reboot. It's not a system crash, so there won't be a dump to analyze; however, it's not a shutdown -r either, so filesystems will have to be checked and any RDBMSs will have to go through their recovery methods. 

MCSG will TOC a system in order to release system resources and to ensure data integrity. There are several scenarios in which MCSG will TOC a system. They are: 

· A two-node cluster loses heartbeat at which time a single node cluster will form. The system that loses the race to the lock disk will TOC. 

· The cluster daemon, cmcld, dies for any reason 

· NODE_FAIL_FAST=YES is set in a package configuration file. 

· The cluster lvm daemon, cmlvmd, dies for any reason. 

· System safety time is disabled via the cmsetsafety command. 

· SERVICE_FAIL_FAST_ENABLED = YES is set (causes reboot). 

MCSG: Package start steps
In order to adequately troubleshoot packages in an MC ServiceGuard cluster, it'd help to have an idea of what MCSG does and in which order. Packages go through the following steps when starting up and in the reverse order when shutting down: 

1. Active volume groups 

2. fsck/mount filesystems 

3. Configure relocatable IP addresses 

4. Execute customer defined functions 

5. Start services 

MCSG: Running clusters without all nodes
Occasionally, you may have to bring a cluster up without all the nodes present. Perhaps one of the nodes is being used temporarily for something else or is having a bad hardware day. In any event, it's possible to bring up the cluster without all nodes. To do that: 

cmruncl -n ${node1} -n ${node2}
Ensure that all nodes that are present are listed in the -n ${node} arguments. 

NOTE: Ensure that cmcld is not running on any nodes not listed in the -n arguments. Data/cluster corruption will result. 

  

MCSG: Creating packages checklist
Creating complex packages will take a lot of planning, time, and debugging effort. The checklist below describes the general process and commands needed to develop a package. The devil, as they say, is in the details. 

1. Create a package directory on all primary and adoptive nodes.
mkdir /etc/cmcluster/${pkg} 
2. Create a package configuration file.
cmmakepkg -p ${config}. 
3. Edit the package configuration file, supplying: 

a. Package name. 

b. Primary and adoptive nodes. 

c. Run/halt script names. 

d. Service names (NOTE: Ensure service names are single words without enclosing quotes!) 

4. Create the run/halt script as ID'ed within the configuration script
cmmakepkg -s ${script} 
5. Edit the run/halt script supplying: 

a. Volume groups which need to be activated. 

b. Filesystem information 

1. Logical volume device file 

2. Mount point 

3. Filesystem mount options 

c. Relocatable IP address information. 

d. Commands needed to start the application in customer_defined_run_cmds 

e. Commands needed to stop the application in customer_defined_halt_cmds 

f. Service information 

6. Copy the config and run/halt script to all adoptive nodes. 

7. Check the package configuration
cmcheckconf -P ${config} 
8. Apply the configuration
cmapplyconf -P ${config} 
MCSG: Removing serial heartbeat configuration
If you have a serial heartbeat configuration set up on your two node cluster and you want to take the cluster in either direction - either to a one node cluster or to a three node cluster - you need to remove the serial heartbeat. To do that: 

1. Halt the cluster
cmhaltcl -f 
2. Recreate the cluster configuration file
cmgetconf ${config} 
3. Edit ${config} and remove the SERIAL line from both nodes. 

4. cmcheckconf -C ${config} 

5. cmapplyconf -C ${config} 

MCSG: Rolling Upgrade Rules
One of the advantages to using MC ServiceGuard is the ability to selectively patch or upgrade nodes one by one until all the nodes are upgraded. This process is called Rolling Upgrades. Of course, there are specific rules that must be followed to successfully complete a rolling upgrade: 

Paraphrased from class notes and Appendix E of Managing MC/ServiceGuard 
· Cluster configuration files cannot be updated until all nodes are at the same version of the operating system. 

· All MCSG commands must be issued from the node with the latest version of the MCSG software 

· Only two versions of MCSG can be implemented during a rolling upgrade. 

· Binary configuration files may be incompatible. 

· Rolling upgrades can only be carried out on configurations that have not been modified since the last time the cluster was started. 

· MCSG cannot be removed from a node while the cluster is being upgraded. 

· Any new features of MCSG cannot be utilized until all nodes are running the same version of MCSG. 

· Keep kernels consistent 

· Hardware configurations cannot be modified 

MCSG: Commands
Commonly used MCSG commands: 

	Command 
	Args 
	Description 

	cmapplyconf 
	-C ${config}
-P ${config}
-p ${file} 
	Applies the configuration files checked above. Appears to repeat the configuration file checks, so checking them first may be redundant. 

	cmcheckconf 
	-C ${config}
-P ${config}
-p ${file} 
	Configuration file checker. The -C checks cluster configuration files; -P checks package configuration files, and the -p checks all the configuration files listed in ${file} 

	cmdeleteconf 
	-p 
	Removes cluster configuration information. Use the -p option to remove package definitions from the existing cluster. I imagine there's more options; however, that one would seem to be the most used. 

	cmgetconf 
	-c ${cluster}
-p ${pkg} 
	Generates configuration files that generated the existing cluster or package. Useful for identifying current configurations and for replacing configuration files that have been wiped out. Probably a good idea to use this to generate a config file to edit vs trying to keep track of changes on all cluster nodes. 

	cmhaltcl 
	[ -f ] 
	Halts a cluster. If any pakcages are running and the -f option is not supplied, the command will fail and complain about the running packages. Using the -f option will force the packages to halt before killing the cluster 

	cmhaltnode 
	-f 
	Halts a running node. Using the -f flag will switch any packages running on that particular node to an adoptive node. This command does not disable the global switch for any affected packages. 

	cmmakepkg 
	-p ${config}
-s ${script} 
	Generates package configuration an run/halt scripts. The files generated must be edited prior to use. -p = package configuration while -s = run/halt script. 

	cmquerycl 
	-n ${node}
-C ${config}
-v 
	Use this command to set up the initial cluster configuration. Add a -n option for each node in the nascent cluster. The -C option specifies the cluster configuration file and the -v option requests verbose output. 

	cmruncl 
	
	Starts up the cluster software and any configured packages on their primary nodes. 

	cmrunnode 
	
	Activate a previously halted node. DO NOT use this command to start up a cluster as the cluster reform process will hang. See "Hung cluster reformation" for solution to this problem. 

	cmscancl 
	-s
-o ${file}
-n ${node} 
	More detailed display of cluster configuration and status. -o will output to a file; -n will display information on ${node} only, and -s will display to the screen. 

	cmviewcl 
	-v,
-p,
-c
(others?) 
	Primary method for checking on the health and status of a running cluster. With no command line arguments, the command will display the cluster status (up/down) and the nodes that are attached and their status. -v = verbose with fairly obvious results. Adding other modifiers, such as -p will limit the display to the specific subsystem requested (-p = packages>. use cmviewcl -vp ${pkg} to ID global and local switch settings. 

	cmviewconf 
	-o ${file} 
	Displays cluster configuration information. If supplied with the -o ${file} option, will output the results to ${file}. It won't overwrite ${file} if it exists. 


MCSG: cmsetlog reference
cmsetlog is a useful utility that sends MCSG log messages into a user specified log file in addition to the syslog facility. It's a user contributed program, so it'll be hiding in /usr/contrib/bin. You'll have to use this program to support the philosophy of breaking out your syslog files (pls see Syslog daemon configuration), if you follow it. 

You'll have to figure out a way to reexecute this program every time the cluster or a node is restarted as the program doesn't restart by default. That effort, though, is left as an exercise for the reader. 

Desired results and command lines to achieve them follow: 

· Log all MCSG messages to a specific log file as well as to the syslog facility.
cmsetlog -f ${mcsg_log_file} 
· Return to logging to the syslog facility only
cmsetlog -s 
· After specifying a log file, request a greater level of detail
cmsetlog ${1-6}
NOTE: Anything over 2 is going to start logging LOTS of information - to the point it'll log heartbeat arrivals. Be careful of log sizes! 

· Reset logging to the default level 0
cmsetlog -r 
MCSG: Troubleshooting a hung cluster reformation
For the most part, these seem to be caused by someone issueing a cmrunnode to start a cluster verses the cmruncl. Doing this causes the node to look for a cluster that doesn't exist. Apparently, the cmcld daemon doesn't quite have the smarts to realize that something's amiss, so it waits... and waits... 

There's a few things you can try to get around this mess. 

1. cmhaltcl -f. This probably won't work, but it's worth a try. 

2. Enter cmrunnode on another node to see if the two can link up. 

3. Reboot the affected node. 

4. kill cmcld as a last resort 
MCSG: Creating clusters

This section only details the commands needed to establish a cluster. Please ensure appropriate hardware and environmental setup has already been completed as documented in Managing MC/ServiceGuard Chapter 4. 

To create a cluster, follow these steps: 

1. Install the MCSG software. 

2. Update /etc/lvmrc 
a. Set the AUTO_VG_ACTIVATE variable to 0 

b. Ensure any strictly local volume groups are activated via the custom_vg_activation() function call. 

3. Decide on an authentication scheme. Please see MCSG authenticaiton issues for details. 

a. Root level trust relationship 

b. /etc/cmcluster/cmclnodelist 

4. Appropriately configure applications with LVM. 

a. All data and binaries needed to run an application should be within the same volume group or sets of volume groups. 

b. All data not associated with an application should be loated in volume groups separate from the application. 

5. Generate a cluster configuration file
cmquerycl -C ${config} -v -n ${node1} -n ${node2} -n ${node3} 
6. Edit the cluster configuration. 

a. Supply a name for the cluster 

b. Update the MAX_CONFIGURED_PACKAGES variable to an appropriate number. 

c. Modify any other parameters as needed. 

7. Check the configuration file
cmcheckconf -C ${config} 
8. Apply the configuration
cmapplyconf -C ${config} 
9. Copy the configuration file to the other nodes. 

MCSG: Removing packages checklist
If you want to temporarily remove a package, simply 

1. cmhaltpkg ${pkg} 

2. cmdeleteconf -p ${pkg} 

Using the above, the package is removed from the cluster configuration file yet all the set up that you've done in the package configuration directory still exists. To renable the package from this point: 

1. cd /etc/cmcluster/${pkg} 

2. cmapplyconf -P ${config} 

3. cmrunpkg ${pkg} 

4. cmmodpg -e ${pkg} 

If you want to permanently remove a package, there's a slight bit more work that needs to be done. 

1. cmhaltpkg ${pkg} 

2. cmdeleteconf -p ${pkg} 

3. Remove the exclusive bit on the volume groups:
4. for vg in $(grep '^VG' ${script} | awk -F= '{print $2}')

5. do

6.    vgchange -c n ${vg}

7.    vgchange -a y ${vg}

done
8. If desired, remove the package configuration information from all primary and adoptive nodes. 

MCSG: Adding a node checklist
To add a node to a running cluster, do the following: 

1. Obtain a current cluster configuration file
cmgetconf current_config 
2. When going to a two node cluster, ensure at least one of the shared volume groups is activated. 

3. Create a generic configuration file
cmquerycl -v -C generic_config -n ${node1} -n ${node2} -n ${node3}
NOTE: Ensure the generic_config file is different from the current_config 
4. Merge the two configuration files. 

a. Cluster modifications are in ${current_config} 

b. Cluster defaults are in ${generic_config} 

5. Check the configuration
cmcheckconf -C ${config} 
6. Apply the configuration
cmapplyconf -C ${config} 
7. Run the new cluster
cmruncl 
MCSG: Steps for rolling upgrade
The steps for a rolling upgrade are fairly intuitive. Just for completeness, though: 

1. Halt the node to be upgraded 

2. If necessary, stop the automatic cluster configuration (AUTOSTART_CMCLD=0) 

3. Upgrade the node. 

4. Apply requisite patches 

5. Turn on automatic cluster configuration if desired (AUTOSTART_CMCLD=1) 

6. Rejoin the node with the cluster. 

7. Repeat above for all other nodes. 

MCSG: When to vgimport/export
Keeping logical volume and volume group information consistent across cluster nodes is important for obvious reasons. In the event of a failover, if filesystems can't be mounted because they don't exist on the adoptive node, then bad things are likely to result. The question, then, is when do you have to export and import volume groups? 

The answer is remarkably easy: any time a device file is created, deleted, or otherwise modified. Examples of when to export/import: 

· Adding/removing disks to/from a volume group 

· Adding/deleting logical volumes for a volume group 

You normally should not have to export/import for a standard filesystem extension. 

I've found the following steps to be useful for easy vg exports/imports. 

· With the cluster enabled: 

· On the node where the package is currently running: 

1. vgdisplay -v ${vg} | grep -i "pv name" | awk '{print $3}' > /tmp/${vg}.disks 

2. vgexport -m /tmp/${vg}.map -p ${vg} 

3. for host in ${list_o_adoptive_nodes}
do
rcp /tmp/${vg}.* ${host}:/tmp
done 

· On all adoptive nodes: 

1. vgexport ${vg} 

2. mkdir /dev/${vg} 

3. mknod /dev/${vg}/group c 64 0x0#0000 //Ensure minor number is unique and the duplicates the primary node's 

4. set -A disks $(cat /tmp/${vg}.disks) 

5. vgimport -m /tmp/${vg}.map ${vg} ${disks[*]} 

MCSG: Rebuilding a cluster
To completely rebuild a cluster from scratch, do the following: 

1. Halt the cluster
cmhaltcl -f 
2. On all nodes: 
rm /etc/cmcluster/* 
3. On a two node cluster, enable at least one of the volume groups used for packages. This volume group will be used for the lock disk.
vgchange -c n ${vg}
vgchange -a y ${vg} 
4. Generate a cluster configuration script. 

a. cmquerycl -C ${config} -v -n ${node1} ... -n ${node#} 

b. cmgetconf -c ${cluster} > ${config} 

5. Edit the configuration file as appropriate 

6. cmcheckconf -C ${config} 

7. cmapplyconf -C ${config} 

  

MCSG: Removing clusters
As in most things, removing the configuration is much easier than setting it up. To remove a cluster, do the following: 

1. Halt the cluster
cmhaltcl -f 
2. Edit the /etc/lvmrc file. 

a. Set the AUTO_VG_ACTIVATE variable to 1 

b. Comment out any modifications to the custom_vg_activate function call. 

3. Update the /etc/fstab file to enable automatic filesystem mounting as appropriate. 

4. Deactivate exclusive mode bit on all MCSG managed volume groups
vgchange -c n ${vg} 
5. Remove the MCSG software 

MCSG: Adding a serial cable for heartbeat
Add a serial cable for heartbeat by following the procedure below: 

1. ID the serial port on each system
ioscan -funC tty 
2. Obtain a current copy of the cluster configuration
cmgetconf -c ${cluster} > /etc/cmcluster/${config} 
3. Ensure no getty's are running on the selected serial lines. 

4. Edit the ${config} file, adding the appropriate SERIAL line to each node. 

5. Halt the cluster
cmhaltcl -f 
6. Attach the serial cable. 

7. cmcheckconf -C ${config} 

8. cmapplyconf -C ${config} 

9. cmruncl 

MCSG: Removing a node from a cluster
To remove a node from a running cluster, do the following: 

1. Backup the current configuration file. 

2. Halt the node to be removed
cmhaltnode -n ${node} 
3. Delete all references to the soon to be removed node in all package config files 

4. Obtain a current cluster configuration file
cmgetconf ${config} 
5. Edit the configuraton file and comment out all references to the node to be removed. 

6. cmcheckconf -C ${config} 

7. cmapplyconf -C ${config} 

