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Introduction

Since there has aways been alittle confusion about EMS i will first explain the different
products and where to get them. Then | will describe the basic functionality and
troubleshooting of EMS.

The Event Monitoring Services are a part of the Online Diagnostics. This part is also called
HW-Monitoring. The HW-Monitors watch for the Hardware and report via different
notification channels to the user or sysadmin.

The second product, which isalso called EMS, are the HA-Monitors (High Availability).
These Monitors use the same GUI as the HW-Monitors. Contrary to the HW-Monitors the
HA-Monitors are not cost free. The product has to be ordered at extra charge. The HA-
Monitors are supported by the software folks whereas the HW-Monitors are supported by the
hardware folks.

The following overview shows the different products with their product numbers:

IPR 9902 B6191-10024

STARS/Product Bundle Creation
700 Number
OnlineDiag Support Tools Bundle
800
Contrib-Tools
LIF-LOAD
B4TO0BAA Sup-Tool-Mgr-800
‘ BATOBAALL000 ‘ EMS HW Event Software Depot: www.software.hp.com
| Monitor e
K]
EMS-Core
B7609BA 800 ;
EMS-Config EMS Developers Kit
\
EMS-Core
B7609BA

EMS-Config

Dart 42 B3782-103XX B7611BA EMS-Devkit
07
____

800
EMS HA Monitors Bundle

EMS-Core
B7609BA
EMS-Config
B5736BA EMS HA Monitors
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The EMS Architecture

EMS can be used to monitor resources with events and status. With status monitoring the
monitor gives information such as up or down. With event monitoring the monitor brings a
detailed message of the event.

The Notification is the same in both cases. Y ou can use the same Notification for Event and
Status Monitoring. The Event Monitoring is used by EMS Hardware. The Status Monitoring
is used by Hardware and HA-Monitors.

Hereisan Overview of the Architecture of EMS:

opcmsg

SNMP

TCP

UDP

EMS HA
Monitors

MC/SG
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Installation and Configuration of EMS

EMS Hardware Monitoring is bundled with the Online Diagnostics but it can aso be used
without it. The HA Monitors are installed as additional Software Bundle. The graphical user
interface and the configuration are the same. Remember that EMS HA Monitoring is only
possible at extra cost for the customer.

The installation procedure is very simpe because you can use the product from every DART
(Application) CD delivered to the customer. The following files come with the Online
Diagnostics product:

Files Installed - EMS Bundles:

EMS- Confi g. EMS- GUI, EMS- Cor e. EMS_CORE
[opt/resnon/..

[etcl/lopt/resnon/..

[var/opt/resnon/..

Startup scripts:

Starts EM S persistence client: / shi n/init. d/ ens
based on config file: /et c/rc. config. d/ ems
Startsthe EMS SNMP subagent: / sbi n/ i ni t. d/ enmsa
based on config file: / et c/ rc. confi g. d/ emsagt conf

EMS Daemons started:

At system boot:
Persistence Client: / et ¢/ opt/ resmon/ | bi n/ p_cl i ent
EMS SNMP subagent: / et c/ opt / r esrmon/ | bi n/ ensagent
At configuration time upon client connect:
Registrar: / et ¢/ opt / resnmon/ | bi n/ regi st rar

System files modified:

letc/inittab

ensl:: bootwait:touch /etc/opt/resnon/persistence/reboot flag
ens2::bootwait:/usr/bin/rm-f /etc/opt/resnon/persistence/runlevel 4 flag
ens3::once:touch /etc/opt/resnon/persistence/runlevel 4 flag

ens4: 23456: respawn: /et c/ opt/resnon/ | bin/p_client

[ etcl/services
regi strar 1712/ tcp # resource nonitor service
registrar 1712/ udp # resource nonitor service
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swlist Output with HW monitors installed:
# swist -1 product | grep EMS

EMS- Confi g A. 03. 20 EMS Config

EMS- Cor e A. 03. 20 EMS Core Product

EMS- KRMoni t or A.11.00.01 EMS Kernel Resource Nbnitor
EMS- RdbnsMbn A. 03. 20 EMS Dat abase Nbni tor

swlist output with HA monitor installed additionally:
# swist -1 product | grep EMS

EMS- Confi g A. 03. 20 EMS Config

EMS- Cor e A. 03. 20 EMS Core Product

EMS- Di skiVoni t or A. 03. 20 EMS Di sk Resource Monitor

EMS- KRMoni t or A.11.00.01 EMS Kernel Resource Nbnitor

ENMS- M BMbni t or A. 03. 20 EMS M B Resource Mnitor Product
ENMS- Rdbns Mon A. 03. 20 EMS Dat abase Nbnitor

To verify theproduct isfunctional:

Executethe“resl s /” command to display any EMS resource.
Run the EMS GUI and add a monitoring request.

Configuration Hardware Monitor

The Hardware monitors are divided into Event and Status monitoring.

The Event monitoring can be configured with the nonconf i g program. Thistool is stored in
/ etc/opt/resmon/ | bin and has only acharacter interface. After installation of Event
monitoring there are some monitors already configured.

The following list shows the default configured monitors from Hardware Event Monitoring:

* Defaultsin IPR 9902

Send events generated by all monitors with severity >= INFORMATION to TEXTLOG
(/ var/ opt/resnon/ | og/ event . | og)

Send events generated by all monitors with severity >= SERIOUS to SY SLOG

Send events generated by all monitors with severity >= SERIOUS to CONSOLE

Send events generated by all monitors with severity >= SERIOUS to EMAIL root

» Defaults changed in IPR 9904
Events with a severity >= MAJOR WARNING to SY SLOG, CONSOLE and to EMAIL root

* Predictive adds an additional default request for FC monitors
Predictive configures disk_em, dm_ses enclosure, dm_FCMS_adapter, and dm_fc_scs_mux
monitors to write events with a severity >= INFORMATION to TEXTLOG
(/var/ opt/ pred/ emsl og)

monconfig shows the actual state of Event Monitoring. In this examples Monitoring is
disabled:
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Event Monitoring Service
Moni t ori ng Request Manager

EVENT MONI TORI NG | S CURRENTLY DI SABLED.

Moni t ori ng Request Manager Main Menu

Sel ect :
(S)how nonitoring requests configured via nonconfig
(O heck detailed nonitoring status
(L)ist descriptions of available nonitors
(A)dd a nmonitoring request
(Dyelete a nonitoring request
(Modify an existing nmonitoring request
(E)nabl e Monitoring
(K)ill (disable) nmonitoring
(Help
(Quit

Enter selection: [s]

With monconfig we can add or delete monitoring request. In the following section we add one
monitor request:

Add Moni toring Request

Start of edit configuration:

A nonitoring request consists of:
- Alist of nonitors to which it applies
- A severity range (A rel ational expression and a severity. For exanple,
< "MAJOR WARNI NG' neans events with severity "1 NFORVATI ON' and
"M NOR WARNI NG'")
- A notification nmechani sm
Pl ease answer the follow ng questions to specify a nonitoring request.

Monitors to which this configuration can apply:
1) /storage/ events/disk_arrays/ Aut oRAI D
2) [/ storagel/ events/disks/default
3) /adapters/events/FC adapter
4) /connectivity/events/multiplexors/FC_SCSI _mux
5) /systenievents/nenory
6) /storagel/ events/encl osures/ses_encl osure
7) [ storagel/ events/tapes/ SCSI _tape
8) /storagel/ events/disk_arrays/ FW SCSI
9) /storagel/ events/disk_arrays/H gh_Availability
Enter nonitor nunbers separated by commas
{or (A)IIl nmonitors, (Quit, (Help} [2]

The monitors are arranged into classes and subclasses. Thisis similar as adirectory structure
on adisk. So in this example we take a disk monitor /storage/events/disks/default

After selection of the monitor we need to configure the criteria when the monitor will notify
me. There are 5 levels.

Criteria Threshol ds:
1) | NFORVATI ON 2) M NOR WARNI NG 3) MAJOR WARNI NG
4) SERI QUS 5) CRITI CAL
Enter selection {or (Quit, (Help} [4]
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The default value is (4) . The next step isto setup the operator for the notification. Here we
need to decide the level which is also be notified by the monitor.

Criteria Qperator:
1) < 2) <= 3) > 4) >= 5) = 6) !=
Enter selection {or (Quit, (H)elp} [4]

Hereis (4) aso the default, which means that we monitor al event greater or equal
SERIOUS.

The last step isto setup the notification for the monitor.

Notification Method:
1) UDP 2) TCP 3) SNWP 4) TEXTLOG
5) SYSLOG 6) EMAIL 7) CONSOLE 8) OPC
Enter selection {or (Quit, (Help} [6]

Here we can setup where the monitor will send his output.

Now we have added one monitor. The request will be stored in the

/ et c/ opt/resnon/ persi st ence directory as afile named m xxxx. The value for xxx
depends on the monitor. Every monitor has a unique number. These files are read from the
p_client process which setup the request.

The GUI to configure Hardware Monitor request is used with SAM. When SAM is started
There is a entry Resource Management. This entry shows a new submenu with an entry like
Event Monitoring Service. Thiswill start the GUI interface.

NOTE: With the GUI Interface we can only set up the Status Monitoring for Hardware and
HA Monitors. The HA monitors didn't come with Event Monitoring.
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Here is a snapshot of the GUI:

® Evind Mamlaiing Seivice [gicdg? k)]

File ¥iew Options Ectims Bl

Current Fomitoring Eegquests 0 of 19 selected

vl ik stabos/ ol bhdll
nk) stabosy ol thdl
Svgtvgoitsspy pelink s statusf olitbdb
St b per_prelandf statues foBthdl
S vgitpdpe el inky statusfcOthdal
Syl vghaees S py_pvlink) statos/ ctHdl
ghacms /py_pvlinky stabos, c9tHdl
thaaisms S g pvl tatos, c9tHd
pvl i tatos c9tHdl
PvliE tatos o9t Hd
prvlie tatos, c9tHdl
PvliE tatos, c9tHd
pwl tatos, c9tHd
Fvgvghases S py_pvlie tatos, cStHd
Fvgdvghaemes S py_pvlieky statos/c9tdl
St bodpy_prelankf status folthdd
Sl vgnbo/pe_pvlink status/cOthdd
Svgivglios wlinky stabtws ol bdi!
Sy v Sy v link statas/ ollthdd

CERRRERERE R R R LR R

The Status of a monitor is often up/down. Some other values are unknown or suspect. To
configure additional requests you need to klick Action and add new Monitor request.
Then the following box comes up:

K Add 0 Cogy Hasslaing Requis] [oda?I6) M= E

Bouble-click a pessaxce Class to novigate the rescueces hisrarchy,
thin select an insbance in the bobbem list be bl o cogeest.

Locatimnm im Ansmares Merarchy:
a ]

Reamurce ClasseE
elumter
comertivity

ol

Show Class Descriptiom. .

Besource Loalances Curpienl Valiue
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From this Window we can select the Monitor. Monitors are combined into classes. To open a
subclass click on the desired class. Every class contains differen subclasses and monitos. For
examples the class /vg contains a subclass like <vgname>/pv_pvlink. This will monitor the
pvlink of aspecified disk (thisisan HA monitor).

The class storage contains a subclass /storage/status/disk. Thislist all devices and then the
device can be monitored. (ThisisaHW monitor).

In the Appendix there are links to get documents for HA and HW monitoring description.

In this example we take the following Monitor to add / vg/ vg00/ pv_pvl i nk/ st at us/ c1t 6d0

E Monibonneg Heguest Haramebers |modgldb)

Bemouree i Srgfvglilypy_pylink statvsfcltGdl
Walue: UF (1)

Show Instapce Description. ..

Haotify: ¥hen valus is. .,

Pallung Isberval ol

Motify vias '[uerlru;

File Path: Jvar/opt/resean Logsevent . Lo

Here we can set up the polling interval and notification for this monitor.

NOTE: If you areusing thetext interface from SAM thereisa problem to open
subclasses.

If you stay for example on the class /vg and own this class. The class will not open with a
<CR>. In a hpterm emulation you need to type the function key F2 and then Enter. Now the
class will open. In axterm window you need the funtion Key F1.

If you change the Notification for a Monitor that is equal UP, you must stay on the Show
Instance Description item and type Funtion Key F2 and the Tabulator key. Then you can
access the changed window. Otherwise you will move with aTab Key to Polling interval.
Now we have configured Monitor requests for HA and Hardware Monitoring.
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Hereis an example of the HA monitor /vg with his subclasses:

g

NgName

[ Jov summary | /PVpMiink | /v summary | v

Istatus 7/atus /co‘pies

| /deviceName| | /lvName | | /IvName |

Overview HA and HW Monitors

This chapter is an overview which Resource is a Hardware or HA Monitor

HA Monitors

Disk Monitor

Monitors; LVM Disk status
Resources: / vg/ ...

System Monitor

Monitors: Number of Users, Job Queue Size, and File System Free Space

Resources. /systenm nunisers
/ systenl j obQueuelM n
/ systenl j obQueue5M n
/ systeni j obQueuel5M n
/systen fil esystem avai |l Mo

Network Monitor

Monitors: LAN interface status
Resources: / net /i nterfaces/| an/ st at us

Cluster Monitor

Monitors. Cluster, Node, Package, Service status

Resources. /cl uster/status
/ cl ust er/ package/ package_st at us
/ cl ust er/ package/ servi ce_st at us

HW Monitors

AutoRAID Disk Array Monitor

Monitors: Model 12H Disks status
Resources: / st or age/ st at us/ di sk_arrays/ Aut oRAI D
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High Availability Disk Array Monitor

Monitors. NIKE Model 10 and 20 SCSI Diskarrays,
NIKE Model 30/FC Diskarray status
Resources. / st or age/ st at us/ di sk_arrays/ Hi gh_Availability

Disk Monitor

Monitors: SCSI and fibre channel disks (not disk arrays)
Resources. / st or age/ st at us/ di sks/ di sk_em

SCS Tape Device Monitor

Monitors. HP-PB and HSC tape status
Resources:. / st or age/ st at us/ t apes/ SCSI _t ape

High Availability Storage System Monitor

Monitors: Fibre Channel storage enclosures (not disks within enclosure)
Resources: / st or age/ st at us/ encl osur es/ ses_encl osur e
Fast/Wide SCS Disk Array Monitor

Monitors: Models C243XHA status

Resources. / st or age/ st at us/ di sk_ar r ays/ FW SCSI

Fibre Channel SCS Multiplexer Monitor

Monitors: Model A3308A status

Resources. / connecti vi ty/ status/ nul ti pl exors/ FC_SCSI _nux

Fibre Channel Adapter Monitor

Monitors. FC Adapters Models A3404A, A3636A, A3591A, A3740A status
Resources. / adapt er s/ st at us/ FC_adapt er

Fibre Channel Arbitrated Loop Hub Monitor
Monitors: Models A3724A, A4839A status
Resources. / connecti vi ty/ st at us/ hubs/ FC_hub
Memory Monitor

Monitors: al system memory status
Resources. / syst eni st at us/ menory

Overview:

Resour ce (Type) Monitor Requirement

/vgl . (HA) diskmond scsi pass-thru driver sptO
I net/ ... (HA) lanmond Jusr/sbin/mib2agt (*)

/ syst eml nuniJser s (HA) mibmond usr/sbin/hp_unixagt (*)
/ syst eml j obQueue*M n (HA) mibmond [usr/sbin/hp_unixagt (*)
/system fil esysten ... (HA) fsmond Jusr/sbin/hp_unixagt (*)
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/cluster/ ... (HA) clustermond Jusr/sbin/cmsnmpd (*)

/ cl ust er/ package/ ... (HA) pkgmond Jusr/sbin/cmsnmpd (*)

/ cl ust er/ package/ service/ ... (HA)svcmond /usr/sbin/cmsnmpd (*)

/rdbms/ ... (HA) rdomsmond dbsnmp, ora_naaagt, master _peer
/ st orage/ st atus/ ... (HW) >>> HW Configuration

/ connectivity/status/ ... (HW) >>> HW Configuration

/ adapt er s/ status/ ... (HW) >>> HW Configuration

/ syst e st at us/ menory (HW) >>> HW Configuration

The Persistence Client p_client , Registrar

This picture shows the complete EM S enviroment with the used daemons:

Configuration Clients:

SAM GUI
nn
ec
Sty Port 1712\
ste
m H HA Monitors /»’ registrar p_cllent
bd
ne Statu ./ @,\> Target
> PSM Apps
urc
es
C
Pers. .
HW Monitors

i)

HW Resources

Once amonitor request has been accepted by a monitor, the request information is stored in
the persistence database (files under the directory /etc/opt/resmon/persistence).

Persistence files are based on a monitors named pipe file name.
# |s [etc/opt/resnon/persistence
m 1445432762 m 169145941 m 2765141061 m 3853054343

m 1533300606 m 1977287795 m 3088511186 m 4077902835
#

p_client (persistence client) is started by init (1M), and respawned by init if it dies.

p_client checks for dead monitors and restarts them (and any outstanding monitoring
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requests).
Default interval isevery 2 minutes (interval setin/ et c/ opt/resmon/ confi g)

p_client runs at system startup to restart monitors and any outstanding monitoring requests

EMS Logging

There are three interesting files where EM S logs all information:

Client:
MC/SG or SAM For EMS configuration problems, refer to:
interface to EMS letc/opt/resmon/log/client.log

\ EMS Framework

] For EMS framework problems, refer to:
Registrar .
/ letc/opt/resmon/log/registrar.log
Target(s): 1
MC/SG,
NNM, IT/O Moni For EMS monitor problems, refer to:
onitor /etc/opt/resmon/log/api.log

Thisthree files are the most interesting files from EMS. But there is also the default log file
/var/opt/resnon/ event .| og. Thisfilewill beused for HW Monitoring and default
Notification if Text fileis used.

The three logfiles will grow and when they reached about 500kB then they are automatically
moved to <l ogfi | e>. ol d. If thelogfile isincreased to 500kB it will be moved again. So the
/ et c/ opt/resnon/ | og directory cannot runin full filesystem.

EMSDEBUG Mode

To get more information for troubleshooting create afile/ et c/ opt / r esmon/ debug. If this
file exists EMS log everything in Debug Level. But remember that the file size is also set to
500 kB.

To log resource state changes for EMS HA Monitors, usethe®-1” option.
To debug EMS HA monitors, usethe”- d” option to turn on tracing.
Modify / et ¢/ opt / resmon/ di ct i onary/ <noni t or >. di ct file.

For example:

Disk Monitor dictionary file “diskmond.dict”:
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[ etc/opt/resnon/l bin/di sknond -1 -d

State changes logged to:
/var/ adm sysl og/ sysl og. | og

Tracing logged to:

[ etc/opt/resnon/| og/ di sknond. | og

EMS with MC/ServiceGuard

EMS monitos can be used to configure Package dependencies into MC/ServiceGuard. Every
dependency must exist on each node. It is possible to add Hardware or HA Monitorsinto
ServiceGuard Scripts.

The Monitor can be added into the .conf Script of the Package. If you add new Monitorsto
the Cluster the cluster must be down. Changing of already configured Monitorsin the cluster
ispossible.

IP Addr - Node 1 IP Addr - Node 2
— N
SAM/Commands I~ SAM/Commands
registrar Data registrar
EMS monitors ™~ — EMS monitors
“cmcld” _ “cmcld”
(Current Pkg Res. Value: UP) Applic A (Current Pkg Res. Value: UP)
Y SV Sy SV Y Ry Sty
Package A Configuration 1 Package A Configuration |
igurati < : igurati !
Node 1 N mirror 11 1 Node 1 l
Node 2 | Node 2 ¢
Pkg Resource Dependency: 1 Pkg Resource Dependency: d
-Name:/vg/ngl/pv_summaw | ) -Name:/vg/ngl/pv_summary [
«Polling Interval:30 ! =Polling Interval:30 i
=Up value: UP 1 Up value: UP i
pvalue vGo1 sUpvaluei P L. :
Node 1 » Node 2

If the state of a package dependency goes DOWN, the package is started on an alternate node
where the resource is known to be in an UP state.

Create a package dependency

Performed from the Clusters => HA Clusters area of SAM

Perform the action Create/Add a Package or Modify Package Configuration
Specify Package Resource Dependencies

Add desired monitored resources to package dependencies

The Add Resource dialogisidentical to the EMS-GUI dialog

Enter Resource parameters

Package Dependencies can also be created by editing the package configuration filein
/ etc/ cmel ust er/ pkg. asci i . Modify the variables:

RESOURCE_NANME <Ful | _pat h_name>
RESOURCE_POLLI NG_| NTERVAL <nuneric_seconds>
RESOURCE_UP_VALUE <op><string_or_nuneric> [and <op> <nuneri c>]
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Additional information

EMS User’'s Guide and Release Notes
http://docs.hp.com/hpux/ha

EMS Developer’ s Kit
http://www.software.hp.com/products EM S

Lab website
http://haweb.cup.hp.com/EMS (HP internal)

DST Sentinel web page with R&D Lab information, monitor ERS's, white papers
http://wojo.rose.hp.com/Sentingl _top.htm (HPinternal)

EMS Training Materid
http://haweb.cup.hp.com/ATC/Training/EM S/overview.html (HP internal)
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